
















JFrog considers management commitment to security as a fundamental 

component of its commitment to overall organizational excellence and 

integrity. JFrog encourages proactive and dedicated involvement of senior 

leadership in establishing, maintaining, and continually improving the 

organization's information security systems. This commitment involves 

actively supporting and participating in the development, implementation, 

and continual improvement of information security systems, providing 

necessary resources, and integrating security measures into all business 

processes. This dedication is essential for creating a culture of security, 

compliance, and excellence, ensuring that security considerations are 

integrated and implemented into the organization’s operations.

Board Oversight


Our Board of Directors is comprised of experienced professionals who 

provide strategic direction and oversee governance at JFrog. The Board’s 

Committees meet quarterly to assess risk, address governance matters, and 

review ethics and compliance initiatives.

Chief Security Officer


The Chief Security Officer leads JFrog’s cybersecurity strategy, ensuring that 

security practices are embedded across all business functions. Regular 

updates on cybersecurity risks, policies, and compliance are provided to the 

CEO and audit committee of the Board.

JFrog Executive Team


Our Executive Team is committed to integrating robust cybersecurity 

measures into all aspects of business operations. This includes proactive risk 

management, continuous improvement, and fostering a culture where 

security is embedded by design and by default.

Stakeholder Engagement


We actively engage with a wide range of stakeholders—including investors, 

employees, partners, and customers—to promote transparency and 

inclusivity in both our cybersecurity practices and broader sustainability 

initiatives.

Information Security Governance
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Risk Management
Risk management is a critical component of JFrog's comprehensive approach 

to cybersecurity and overall business strategy. Our processes enable us to 

identify, assess, mitigate, and monitor risks effectively.We practice and build 

confidence in our ability to identify, quantify, and manage cyber-risks and 

threats using cyber-risk appetite statements to demonstrate how cyber risks 

are managed.

Identifying Critical Assets :                                           

Ensuring that only those with the appropriate authorization 

and training can access critical assets.           

Vendor Risk Management :                                                     

JFrog continuously assesses the cybersecurity risks posed by 

vendors and third-party partners to ensure they meet our 

standards for security and compliance. This includes initial 

onboarding assessments, ongoing monitoring, and formal 

annual evaluations.

Regular Risk Assessments :                                                 

Conduct regular risk assessments to identify potential threats 

and evaluate their impact on our operations. These 

assessments are documented and reviewed by management.



















To maintain a leading edge in innovation and creativity, we value the wide 

range of perspectives, backgrounds, and experiences that fuel our success. 

Viewing the world through different lenses brings a vital and dynamic energy 

to everything we do.


As an equal opportunity employer, we are committed to ensuring that no 

candidate is subject to discrimination during the hiring process. But we don’t 

stop there — we proactively work to uncover and reduce unconscious, 

cultural, and systemic biases. We partner with expert organizations to equip 

our teams with tools and training that foster inclusion and broaden 

understanding, creating a workplace where individuals from 

underrepresented groups feel welcome and empowered. We believe 

everyone deserves the opportunity to reach their full potential.


Oversight of these efforts is led by our Compensation Committee, we also 

include regular updates on these initiatives in our quarterly sustainability 

reporting to the Nominating and Corporate Governance Committee.

EVERYONE 
COUNTS, 
EVERYONE 
MATTERS.

Training and Awareness

All “Frogs” must read, engage with and demonstrate knowledge of our Code 

of Conduct and compliance policies which they are committed to upholding. 

Our employees take annual compliance training, including training focused 

on our Code of Conduct. These policies require them to treat colleagues in a 

respectful manner and to forge productive working relationships


As part of our CODEX onboarding and discussions, we regularly 

communicate the importance of working together to build an inclusive and 

equitable culture. Our Buddy in the Swamp program is another important 

factor in ensuring Frogs feel at home from day one while developing 

compassionate and inclusive leaders.

Partnering for Social Mobility
During the past year, we’ve continued partnering with a variety of 

organizations and programs for promoting social mobility, engaging with 

different initiatives such as encouraging tech studies starting at early 

childhood, assisting youth from challenging economic backgrounds to get 

access to tech education and more.
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“Customer happiness” is a core JFrog value, and as global citizens, the “Frogs” are committed 

to the broad world around them as consumers of the good we strive to do. Since the advent 

of JFrog with an open source project, we have understood what “giving back” truly means to 

technical communities and the physical communities in which we live.


In 2024, we invested over $1M in open source projects, initiatives and free services 

dedicated to the technological communities of which we are proud to be a part of.

The Developer Community
We are members of, participate in, and enthusiastically sponsor several open-source 

industry initiatives. These include Cloud Native Computing Foundation (CNCF), the Open 

Source Security Foundation (OpenSSF), and the Apache Software Foundation. Our 

contributions include both financial resources and engineering support. We invest in and 

support dev communities and projects too. We also sponsor and operate CONAN, an open-

source, decentralized, and multi-platform package manager that helps developers create 

and share their native C and C++ language binaries. We also continuously support emerging 

open-source projects and their developers with free software and services, providing free 

Artifact management and security tooling.

Giving Back to the Community The Worldwide Community
Our community contribution strategy prioritizes activities that 

promote social mobility and environmental sustainability. Our 

employees invested thousands of volunteering hours in 2024, 

supporting programs ranging from hackathons for youth to tree-

planting, cleaning, and providing help for families in need.


With tragic events occurring in the Middle East, JFrog was proud to 

donate time and money to rebuilding and restoration efforts, 

alongside voluntary contributions to our global causes from 

employees. We also regularly donate our computers and technology 

equipment to communities and less-privilegedless-priviledged areas, 

such as children under non-parental care, students and individuals 

with special needs.


In addition, we anxiously leap forward into areas of need, not shying 

away from our willingness to stand arm-in-arm with the needy, as 

showcased in our refugee relief efforts on the ground in Ukraine, 

medical supply shipment during pandemics and our restoration 

efforts for affected communities in the south of Israel following brutal 

events in October of 2023.


JFrog’s mission for good goes beyond rebuilding efforts - it seeks to 

enrich and amplify the dignity and wellbeing of the communities 

around us. We don’t want same-ness. We want to help the world build 

back even better.

OSS Projects We Sponsor

Additional Integrations

Open Source Foundations
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Protecting Developers From Attacks 
on Open Software Repositories
In 2024, JFrog’s Security Research team discovered multiple major attacks 

that threatened users of open software repositories. These attacks were 

responsibly disclosed to the repository maintainers, as JFrog collaborated to 

ensure that the attacks will not be able to infect additional developers -

� Following this disclosure, JFrog started providing continuous 

analysis of malicious models in the Hugging Face repository

A new package hijacking technique “Revival Hijack” was disclosed to the 

PyPI maintainer�

� The technique allowed attackers to hijack 22K PyPI package�

� JFrog preemptively put 100s of popular packages on “security 

holding” to prevent them from being hijacked

>3M Malicious Docker Hub repositories

were disclosed to the Docker Hub repository


>1K Malicious PyPI & NPM packages

were disclosed to the PyPI and NPM repositories


>360 Malicious Hugging Face ML models

were disclosed to the Hugging Face repository


A leaked Python infrastructure administrator access token was 

disclosed to the PyPI maintainers

� This token could have allowed attackers to release new malicious 

versions of Python itself and inject malicious code into any PyPI 

packag�

� This could have led to the infection of 100s of millions of 
Python users
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swampUP is JFrog’s annual DevOps, DevSecOps and MLOps user conference 

that has been recognized as the top DevOps event in the world by the 

communities we serve. We bring together developers, students, operations 

professionals, security pros, data scientists and AI experts to envision the 

future of how technology will shape our lives and our communities.



This conference now sees attendance of hundreds of people from around 

the globe on a yearly basis, with representation from individual developers 

all the way to leaders from the world’s largest companies all converging 

under the JFrog banner. We're honored to have the ability to create one 

community from this otherwise-disparate group, and look forward to 

impactful global events in 2025 and beyond.

2024







At JFrog, we believe it is clear that our sustainability strategy is not a formality, 

but a natural extension of what we do best: care. As we continue to enable a 

world of 'Liquid Software,' we remain committed to pursuing these initiatives 

with intention and integrity, ensuring the world is a healthy and responsible 

recipient of our services.


We like to think big as part of our CODEX, and there is no bigger thought than 

the wellbeing of the world around us and that of our fellow humans.


Thank you for your interest in JFrog and our evolving, ever-improving 

sustainability program. The trust placed in our company is not taken for 

granted, and we aim to be worthy of it every day, in every aspect, by our global 

customers, partners and communities.


CONCLUSION
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